TFIA Report

February 2005

The IEEE Task Force on Information Assurance (TFIA) is part of the IEEE Information Assurance activities (IEEEIA), a merged use of the tools to advance information assurance (IA) technology to the benefit of human society.
The IEEEIA is an ad hoc technical steering “committee” that is really a loose federation of elements with TFIA and the IA Standards Committee (IASC) at its core.
In advancing IA technology, the IEEEIA takes a holistic approach by using workshops, standards, publications, collaborations (in and outside of IEEE), and public policy:
· Workshops sponsored by the TFIA

· IWIA – International Workshop on IA
Held in 2003 in Darmstadt, Germany; 2004 in Charlotte, NC USA; 2005 in College Park, MD USA
Looking for another venue outside of the U.S. in 2006
Attendance 35, Paper Acceptance Rate 30%
· SISW – Security in Storage, Bringing together the standards committee (see P1619 below) and others
Held each year starting in 2001 in the Washington, D.C. area
Attendance 70
· IASW – IA Standards Workshop
Held in December 2003, next in December 2005 or early 2006
Attendance 100
· Workshops sponsored by others

· IEEE Systems, Man, and Cybernetics Society (SMC) IA Workshop (IAW)
Held annually in June at West Point, NY USA
Attendance 75, Paper Acceptance Rate 50%
TFIA cooperates in this workshop, and provides steering committee members and program committee members


· Standards sponsored by the IA Standards Committee (IASC)

· P1667 - Standard Protocol for Authentication in Host Attachments of Transient Storage Devices 
Meeting March 2005 for the first time
· P1700 - Standard for Information System Security Assurance Architecture (ISSAA) 
Developing a suite of standards, has met seven times.
Standards concern selecting, implementation, monitoring of security controls to establish trust between enterprises.
· P2600 - Standard for Information Technology: Hardcopy System and Device Security 
Progressing toward ballot ina year.
· P1619 - Standard Architecture for Encrypted Shared Storage Media Standard 
Is nearing ballot.
· P2200 - Standard for Baseline Operating System Security 
Dormant due to a lack of a chair, technical editor.

· Standards sponsored by others

· S2ESC – Software and Systems Engineering Standards Committee
Software assurance standards in which IASC will participate. S2ESC and TCSE closely linked.
· iNCITS – Only biometrics standards being developed.
· ANSI Homeland Security Standards Panel – Reflects Dept of Homeland Security lack of interest in cybersecurity.
· Publications

· TFIA workshop proceedings

· IEEE press releases

· COMPUTER standards column editorship

· Collaborations
· IEEE SMC

· ACM SIGSAC (Security, Audit, an Control)
· Australian Computer Society

· German Informatics Society

· NIST Computer Security Division/Resource Center

· GAO – Issues of cybersecurity in outsourcing

· Public Policy, Lobbying

· Member of the IEEE USA Committee on Communications and Information Policy Leader, Cyber Security, Critical Infrastructure Protection and Information Technology, Encryption 
The TFIA meets annually at the IEEE SMC workshop since most of the ExCom is present.

Several email lists are maintained, including ia-announce@computer.org, tfia@computer.org.
The IEEEIA web site is http://ieeeia.org and the TFIA web site is http://ieee-tfia.org
TFIA does not have any outstanding/incomplete TMRFs.

